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Monoxenue
0 KHOepGe3onacHOCTH 06/1aCTHOrO rocy1apCcTBEHHOIro GHOIXKETHOTO
npogeccuoHaILHOro 06pa30BaTEILHOTO yupexaenus «Pszanckuii
KEJIe3HOAOPOKHBIH KOJLIENN

1.  O6wwue nonoxeHus
1.1.  Hacrosimee ITonoxenue o kubepbesonacHocTH (nanee - Ionoxenue)
OI'BIIOY  «Psa3zanckuii KENE3HONIOPOXKHBIN KOMIeK» (manee - Konnemx)
pa3paboTaHO B COOTBETCTBUH:

e Cr. 16 ®enepansHoro 3akoma or 27.07.2006 JI° 149-®3 «O6
MH(OPMALUH, HHPOPMALHOHHBIX TEXHONOTHSX T10 3aIIUTe HHGbOpMAIHI.

e Cr. 9 3akona N° 149-®3, m. 5 — MH(OpMaIMs, T0oTyYeHHas
rpaxziaHamMu (pU3MIECKUMH JIMLIAMU) NIPH MCTIONHEHHH UMH po(ecCHOHAIBHBIX
OOSI3aHHOCTEH TONNEKUT 3aUIUTe B CiIydasx, IIPETYCMOTPEHHBIX 3aKOHOM
(rocynapcTBeHHas TaiiHa).

e I'n. 14 TpynmoBoro komekca P® (mamee - TK P®) - s3ammra
IIEPCOHAIBHBIX JIAHHBIX paOOTHHKA.

o DenepanbHBIM 3akoHOM 0T 29.12.2010 N° 436-0D (pex. or
28.07.2012) "0 zammte meteii 0T HHGOPMAIMH, IPUIHHSIOMIEI BPEJl UX 3/I0POBBIO
U pa3BUTHIO".

® QenepanbHbIM  3ak0HOM oT 27.07.2006 N° 152-®3 P® «O
[IEPCOHAIBHBIX JAHHBIX», O0eCIeueHne 3amuThl MPaB U CBOOON 4YeloBeKa W
rpak/laHHa [IPH 00paboTKe ero MepcoHaNbHBIX JaHHbIX.

B Komemke pa3BepHyTa JOKaTbHO-BBIYHCIMTEIBHAS CETh C BBIXOJIOM B
MHTEPHET, TMOANeXaias uWHGOpMaWOHHON 3ammre. [lo 6e30MacHOCTHIO
JIOKaJIbHO-BBIYMCIIUTEIBHON ceT Komtemka MOHHMaeTcs ee 3aIlMIIeHHOCTh OT

CIY4aiHOTO WM MpPeIHAMEPEHHOr0 BMEIATENhCTBA B HOPMATBHbIN nporecc



DYHKUHOHHPOBaHMS, a Taike oOT [IOTIBITOK  XUICHHS, MOAW(DUKALHH HITH
paspyIleHus ee KoMIIoHeHToB. bezonacHocTs CHCTEMBI I0CTUTraeTcst obecreyeHnem
KOH(pHUIEeHIIMabHOCTH obpabaTbeiBaeMoii HH)OPMAIHH, a TaKXKe LEJOCTHOCTH U
AOCTYITHOCTH KOMIIOHEHTOB M PECYPCOB CHCTEMBI.

BesomacHocTh crcTeMBI 0GecreunBaeTCs KOMILIEKCOM TEXHOJIOTUYECKHUX U
4IMHUHHCTPATUBHBIX MED, IMPUMEHSEMBIX B OTHOILIEHHH anrapaTHbIX CpPEeJCTB,
NIpOrpamMM, NaHHBIX U CIYXO IeNbi0 obecleyeHus JAOCTYIHOCTH, LEJIOCTHOCTH
KOH()MICHIINAIBHOCTH, CBS3aHHBIX C KOMIIBIOTEPAMH  PECypCOB; CIOIa ke
OTHOCATCSL W TPOLEAYPBI IIPOBEPKH BBITIOJHEHHS CHCTEMOIA OIIpeeeHHBIX
(QYHKIMA B CTPOTOM COOTBETCTBHH C HX 3aIIaHUPOBAHHBIM ITOPSIAKOM pabGoTEL.
Cucremy oGecrieuenus 6e30MaCHOCTH BKIIOYAET CJIEIYIOLLHE MOICHCTEMBI:

® KOMIIBIOTEPHYIO 6€301acHOCTE;

® 0e30IacHOCTh JaHHbIX;

® 0e30MacHOe IPOrPaMMHOE 0GeCIICUEHHE;
* (€30I1aCHOCTh KOMMYHHKAILIHIA.

Komnsrotepnas Oe3omacHOCTB obecreunBaeTcs KOMIIJIEKCOM
TEXHOJIOTHYCCKUX W aJMUHUCTPATUBHBIX Mep, IPUMEHSEMBIX B OTHOIICHUH
alllIapaTHRIX  CPENICTB KOMIBIOTEPA C LEJTbI0 OGeCleveHus JOCTYIHOCTH,
LEJIOCTHOCTH ¥ KOH(MHUICHIIMATLHOCTH, BI3aHHBIX C HUM pecypcos.

besonacHocTh JTaHHBIX JOCTHUTaeTCs 3aIUTON JTAHHBIX oT
HEABTOPH30BAHHBIX, CIYyYalHBIX, YMBIIUIEHHBIX MM BO3HHUKIINX IO XAIATHOCTH
MO QUKAIMH, PaspyIIeHUH Wil pasTiIalleHus.

BesornacHoe nporpaMMHoe obecredenue npesicTaBiseT co6oit obIIeneneBse
¥ NIPHKIIaiHbIe IPOTPAMMBI M CPeZICTBa, OCYIIeCTBIsoNIHe Ge3omacHyio 06paGoTKy
AaHHBIX B CHCTEMe 1 0€30MacHO HCIOIb3YOLINE PECYDPCHI CHCTEMEL.

Beszonacuocts KOMMYHHUKAIUH obecrieunBaeTcs IIOCPEICTBOM
AYTeHTH(QHKALKH TeIeKOMMYHHKAIMH 32 CUeT IPUHSTHS MED 110 IPEIOTBPAIIEHHIO
MpENOCTaBICHNs HEABTOPM30BAHHBIM JIMIAM KPUTHYHON MH(MOpMALWH, KoTOpast
MOXeT OBITh BEIZIJaHA CUCTEMOI B OTBET Ha TEJIEKOMMYHHUKAIMOHHBIH 3arpoc.

K o6bexTam undopManuonHoit Ge3onacHocTr Komnemxa otnocsr:



* UHpOPMALMOHHEIE PECYpCEI, copepkalue KOH(HIEHIMAIbHYO
HH()OpMaLHio, TIDEAICTaBIIEHHYIO B BUIE JOKYMEHTHPOBaHHBIX HUH()OPMaIIHOHHBIX
MacCUBOB U 0a3 NaHHBIX;

® CPEACTBA U CHUCTEMB! HH(OPMATH3ALNH - CPEACTBA BEIIHCIIATENEHOMN
OPraHM3ALUOHHOH TCXHHKH, JIOKAIBHOM CeTH, OBINeCHCTEMHOE I IPHKIATHOE
nporpaMMHOe  obecreueHue, dBTOMATHU3UPOBAHHEIE  CHUCTEMBl  yIpaBIIeHUs
paboYMMH MecTaMu, CHCTEMBI CBS3H U I€peNiavi NaHHBIX, TEXHUYECKUE CpeCTBa
c60pa,perncrpauuﬂ,nepenaqn,oﬁpaﬁorxnx&oroﬁpameﬂnﬂ;nﬂbopMauHH.

1.2. Hacrosimee ITonoxenue OTpeneNaeT 3a1a4u, (pyHKLUY, 00s13aHHOCTH,
OTBETCTBEHHOCTh M IpaBa OTBETCTBEHHEIX 3a HH(OPMAIHOHHYI0 6e30macHOCTb
Konnemxka.

1.3. OrBercTBeHHEBIE 3a HH(QOPMAIIMOHHYIO 6€30NaCHOCTh HA3HAYAIOTCS
nIpuKa3zoM aupekropa Komnemxka.

1.4. OtBeTcTBeHHBIE 3a HH(OPMALIMOHHYIO 0e30MacHOCTh MO JYUHSIOTCS
aupexkTopy Komnemxa.

1.5. OTtBercTBEHHBIE 32 HH(QOPMALMOHHYIO Ge30MacHOCTh B CBOEI paboTe
PYKOBOACTBYIOTCS HacTOSIIIHUM Ilo0KeHueM.

1.6. OTBeTcTBEHHBIE 32 MH(OPMAIIMOHHYIO 6€30aCHOCTD B npejiesax CBOMX
QYHKUHMOHABHEIX 0G5A3aHHOCTEH O0GECHEYMBAT Ge30MaCHOCTE uHbOpMaIHy,
oOpabaThIBaeMoii, mepenaBaeMoil u XpaHUMOH IPH TOMOIIM HMH(OPMALHOHHBIX
cpenctB Komnemxka.

2. OcHoBHbI€ 3212491 M PYHKIHH OTBETCTBEHHBIX 32 HH(POPMALHOHHY 0
Oe3onmacHoCcTh
2.1. OCHOBHBIMH 3a/jauaMH  OTBETCTBEHHBIX 32 MH(OPMAIOHHYTO
0e30MacHOCTH SBJIAIOTCS:
ZJ.L(DpraHH3auH23KcnnyaTauHHIEXHquCKHXIJnporpaMmuﬂﬂxcpeHCTa
3aIUTH HH(GOPMAILUH.
2.1.2. Texymmii KOHTPOIb paboTel CpeACTB M CHCTEM  3aIlUTHI

uHpOpMaIHy.



2.1.3. Oprauuzamus u KOHTPOIIE PE3epBHOTO KONMPOBAHMS HH(OPMALIHH
Ha cepsepe JIBC.

2.2 OrBercTBeHHBIE 32 MH(QOPMALIMOHHYIO GE30MacHOCTh  BBIMONHSIOT
CIIeIyIOLIHe OCHOBHbIE (DYyHKIHH:

2.2.1. Pa3pabotka HHCTpyKuuii o MH(QOPMaLOHHON 6e30MacHOCTH:
MHCTPYKIIMH 110 OpraHU3allMi aHTUBUPYCHOM 3aIIUTHI, MHCTPYKIIMH 10 Ge30macHoif
pabore B UnTepHETE.

2.2.2. O6yuyenue nepconana u noss3oparesneii [1IK npaBuiiaM 6e30macHoi
00paboTkn uHMOpMALMH U NpaBuiaM pabOTBl CO CPEACTBAMH  3AILUTHI
HHpOpMaIHy.

2.2.3. Opra=u3zanus aHTUBHPYCHOTO KOHTPOJI HOCUTeJIeH HHpOpMaLUK U
(haiii0B 311eKTPOHHOM MOYTHI, MocTynaromKX B Komre k.

2.2.4. Texymuii KOHTPONs pPaGOTOCTIOCOGHOCTH W 3¢ deKkTUBHOCTH
(QYHKUHOHHPOBAHUS JKCILTyaTHPYEMBIX NPOTPaMMHBIX M TEXHHYECKHX CPEICTB
3aIUTHl HUH(OPMAIUH.

2.2.5. KoHTpoOJIb LIENTOCTHOCTH SKcmtyatipyemoro Ha ITK mporpammHoro
obecreyeH s ¢ UelbIo BhISIBIEHUS HECaHKIITHOHUPOBAHHBIX U3MEHEHHI B HEM.

2.2.6. KoHTposib 3a CaHKUMOHHPOBAHHBIM H3MEHEHHEM IPOrpaMMHOTO
obecrieyeHust. 3aMeHoM 1 peMonToM I1K.

2.2.7. KonTposns nons3oBanus MaTepHETOM.

2.3. IIpaBa OTBETCTBEHHBIX JIHI] 3@ HH(OPMAIIMOHHYIO 6€30IIacHOCTS.

2.3.1. Tpe6oBaTh OT COTPYIHHKOB W TOJB30BaTElEH KOMITBIOTEPHOM
TEXHUKH 6e3yCIOBHOTO COOJIIONCHNS YCTAHOBIEHHOM TEXHOJIOTMH H BBIIONHEHMS
MHCTPYKIIMH 1O  oOecredyeHnio Ge30NacHOCTH M 3aIUTEHI UH(pOpMaIuH,
CONEpXKallled CBEJCHHS OrPaHHYEHHOrO pPacHpOCTPaHEHHs U 3IIEKTPOHHBIX
IIJIaTeXe.

2.3.2. TOTOBHTH NpEIOKEHHS IO COBEPIIEHCTBOBAHHIO UCIIOJIB3YEeMBIX
CHCTEM 3alIUThl MH(YOPMALIMU U OTAETBHbIX HX KOMIOHEHTOB.

2.4. O6s13aHHOCTH OTBETCTBEHHBIX JIHI] 32 MHPOPMALHOHHYIO 6€30MacHOCTb.



24.1. Obecrnieuenue byHKIMOEMpOBaHMS U TOIePIKaH U
paboToCIIOCOGHOCTH CpelcTB W creTeMm 3allUTBl HHGOpMaUWH, B Tpejesax,
BO3JIOXKEHHBIX HA HUX 00S3aHHOCTEIH.

24.2. Hemennennoe wunbopMupoBaHHe nupekropa Komnemka o
BBUIBIICHHBIX M HCCAHKIMOHMPOBAHHBIX JCHCTBUSIX MONB30BATENEH, B TOM YHCIE
ClyHasX HECaHKUMOHMPOBAaHHOrO JocTynma B MHTepHer, a Takke IPHUHATHE
HEOOXOMMBIX Mep IO yCTPaHEHHIO HapyLIEHH i1,

2.4.3. TIpuHSTHE MEP COBMECTHO C IIPOrPaMMHUCTaMHU 110 BOCCTAHOBJIEHHIO
paboTOCIIOCOGHOCTH CPESICTB U CHCTEM 3ALIHTEL HH(OpMaIHH.

2.4.4. TlpoBeneHue UHCTPYKTaXKeH COTPYAHMKOB M noJb3oBateineii [1K mo
NpaBuIaM paboTBl C HCIONB3YEMBIMH CPEACTBAMU M CHCTEMAMH 3aIHAThI
UH(QOPMAIIUH.

2.4.5. Co3nianue U yjajieHle YUeTHBIX 3aIHceil OIb30BaTeel.

2.4.6 AnvuHHCTpHpPOBaHHE PaGOTHI cepeepa JIBC, pasmemenue wu
Kaccuumposanue nHGopManuy Ha cepsepe JIBC.

2.47. VcraHOBIEHHE MO COINACOBAHHIO ¢ nupexropoMm Komemxka
KpUTEPHEB IOCTYIA T0JIb30BaTene Ha cepsep JIBC.

2.4.83.@opMUpOBaHHE M TIpe/ICTABICHHUE napojed Jud  HOBBIX
M0JIL30BaTeNeH, aJIMMHUCTPUPOBAHHUE IPaB MOTH30BATENEH.

2.4.9. OrcnexuBaHue paGOTHI AHTHBHUPYCHBIX IPOrpaMM, TNPOBEIEHHE
OIMH pa3 B HEEJIIO MOJIHOHU IIPOBEPKU KOMIBIOTEPOB Ha HAJIWYHE BHPYCOB.

2.4.10. PerynspHoe BBIIONHEHME PE3EPBHOIO KOIIMPOBAaHUS NaHHBIX Ha
cepBepe, NpH HEOOXOMMMOCTH BOCCTAHOBJIEHHE MOTEPSHHBIX MK IIOBPEKIEHHBIX
JTaHHBIX.

2.4.11. Benenue 1 y4eT MoJjib30BaTeNeil «TOUKH nocryna K Matepuety». B
Cllyqae HEOOXOXMMOCTH, JMMHTHDPOBaHWE BpeMEHM paGOTBI MOJNB30BATENS B
Hnteprere u 06beMa ckaunBaeMoit mH(GOpMAaIH.

2.5.Ha OTBETCTBEHHBIX 3a MH(OPMAIMOHHYIO Ge30MacHOCTh BO3JIArAETCS

NEpCOHaJIbHasA OTBETCTBEHHOCTh 34 KadyecTBO MPOBOOMMEBIX HMH pa60T 1o



o0ecleYeHnIo 3amuThl MHQOPMAallMd B COOTBETCTBHM C GyHKIHOHATEHEIMHU
00513aHHOCTAMH, OTPeIeTeHHBIMA HACTOSIIM [T0T0KeHMeM.
3.ba3bl 1annkbIx

3.1. Bee mpouenyps mo wcrons3oBaHmo u obciyxuBaHuIO 6a3bl JaHHBIX

OCYIECTBIIACT OTBETCTBEHHBIH 32 BeZleHHe 0a3bl NaHHBIX. B TOM gHcIe:

® DPE3EPBHOE KOMUPOBAHME;

® TIePUONNYECKUH KOHTPOIb UCTIPABHOCTH PE3EPBHBIX KOTIHIL;

® IMOJAKIIOYEHHE U OTKIIFOYEHHE TT0JIb30BaTeNIe;

® BHCCCHHE M3MCHEHHH B CTPYKTYpy 6asbl, a Takke M3MEHEHW B
«Peectp 6a3 HaHHBIX  ITOJUIEKAIIMX HH(OPMAIMOHHOM  3amuTey, npu
HEO0OXOIUMOCTH (u3MeHeHue CTEIIEHUA KOH(UICHIIMAIBHOCTH, MecTa
PacCIIOIOKEHHS U T.1.);

® IIpOYHe BHIBI padOT CBSI3aHHBIX C AAHHOM 6a30ii.

3.2.B cnysae ecnu 6aza JaHHBIX TpeOyeT maponsHON 3ammTH, TO
OTBETCTBEHHBIH 3a 0a3y HaHHBIX PYKOBOACTBYETCS TpeGOBAHMSIMU pasnena 7
«Cucrema ayTeHTHHKALMI» HACTOSINETO [10T0MKEHM s,

4. Cucrema ayTenTuUKAIHH

4.1. Ha xnuenrckux 1K ucnonssyercs WINDOWS XP PROFESSIONAL,
WINDOWS 7, WINDOWS 10.

4.2. Jlnst Bcex monb3oBareneil 6a3 maHHbIX YCTaHaBIIUBAIOTCS YHHUKAJIbHBIE
TIapOoJIy.

4.3. Tleproau4HOCTE NIAHOBOM CMeHBI maponeii 1 pa3 B Hauaje y4yeOHOro
roza.

4.4. VYcraHOBHTH OGIOKHPOBKY YyYeTHOH 3aIMCH  MOJb30BaTelNeit pH
HETIPaBUJIBHOM Habope napois Gosee 1sTH pas.

4.5. YCTaHOBHTH OIOKHPOBKY SKpaHa W KJIaBUATYPhl IIPH OTCYTCTBHH
AKTHBHOCTH II0JI30BaTeNs Ha pabodem mecTe Gonee 30 MuH., ¢ mocHexyOmmM
BBOJIOM Mapois 1Jist paz6nokuposanus I1K.

4.6. BecTn xypHan HasHayeHMs] M CMEHHI mapojieil euHBIH 11 Beex 6a3

OaHHBIX.



4.7. O6s3ath nonp3oBaTeei OCYLIECTBJIATE BBIXOA M3 0a3bl MaHHBIX, €Ciu
TIAHUPYETCS OTCYTCTBHE Ha pabodem mecte Gortee 1,5 gacos.

4.8. Obs13aTh MONB30BaTENEH He pasriamare CeTeBble PEKBU3UTHI (MIMeHa U
Naposu) IS JIOCTyNa K MH(pOPMALMOHHBIM pecypcam, a TakKe XpaHHTh UX B
HEJJOCTYITHOM MECTE.

4.9.  O6cmykuBaHHE  CHCTEMEI ayTeHTHQUKALMH  OCYIECTBISIIOT

OTBETCTBEHHBIE 3a 0a3bl JaHHBIX.

5. 3a10ATa M0 BHEIUHUM HH(POBLIM JTHHHSIM CBS3H.

5.1. B uensx ymeHbienus pucka TTOBPEXXICHUS IIPOrPAMMHOTI0 obecrieueHus
H yTE€PH UHYOPMALMH, JOCTYI U3 BHYTPEHHEMN CETH BO BHELIHIOW COTh (UuTepHer,
SNICKTPOHHASA II0YTa) OCYINECTBIIETCS dYepes KOMITBIOTEPBI C YCTaHOBIIEHHBIMHU
OpaHIMay3pOM M aHTHBHPYCOM.

5.2. 3anpeleHo HeCaHKIMOHUPOBAHHOE MCIIOIb30BAHKE MOJIEMOB MUJTH HHBIX
cpeacts noctyna ¢ 11K, noakimroueHHbIX K BHYTpeHHe CeTH, BO BHEIIHHE CETH,

5.3. TlonkmoueHue paGouMX CTAHLUMH K BHEUIHHM JIAHUISM CBS3H
TIPOM3BOJHUTCS B JIOKAIBHON BBIYUCIMTENBHOM ceTH Mo mpoTokornam Ethernet u
WiFi.

5.4. 3ampemeHo moakmouyeHne k cetw WiFi Pa3IMYHBIX MOOHIILHBIX
YCTPOHCTB (JINYHBIX Tee()OHOB, IIAHILETOB U JAPYTHX raJiKeToB).

6. 3amkTa OT HeCAHKLHOHHPOBAHHOTO MoAKIK0Yenns k JIBC u
pasMelleHHe aKTHBHOIO CeTeBOro 000py/10BaHMS

6.1. KonnexxHble cepBepsl pasMeInaoTes B KOMITBIOTEPHBIX KaOUHETaX.

6.2. JlocTyn K cepBepam OrpaHHYeH Mapojem, KOTOPBIN H3BECTEH TOJIBKO
3aBEyIOIINM KaOMHETaMH, OTBETCTBEHHOMY 3a MH(OPMALMOHHYIO 6Ee301aCHOCTb,
OTBETCTBEHHOMY 3a HH(OpMATH3ALHUIO, WHXCHEPY-IIPOrpaMMHUCTY.

6.3. KomMMyTaTOpBI, KOHLIEHTPATOPHI, POYTEPBL, TOYKU JOCTyHa U IMpoyee
aKTHBHOE ceTeBoe 00OpynOBaHME [OJKHO pacroiaraTecs B MecTax Iio
BO3MOXXHOCTHU UCKIJIFOYAKOIIUX CBOOOIHBIH JIOCTYII.

7. Ilpouenypa nepeHasHAYeHHS COTPYAHHKOB, HMEIOIIHX JIOCTYTI K CETH




7.1.B cmyuae kanpoBeix [IEPECTAaHOBOK W M3MEHEHUH BCE OTBETCTBEHHEIE 34
0azpl JaHHBIX TI€peHa3HayvaroTcs TIPUKa3sOM IHPEKTOpa, HOBBIM COTPYAHHKAM
TIPCIOCTABIIAIOTCS JIOTHHBI M IAPOJIM [T JOCTYIa K 6a3aM NaHHBIX.

8. AuTHBHpYCcHas 3amuTa

8.1. IlpaBuna MONB30BAHMS BHEIIHHMM CETEBBIMM pecypcamu (MuTteprer,
SNIEKTPOHHASA MOYTA U T.J1.). OCHOBHBIM CIIOCOGOM NPOHUKHOBEHHUS KOMIIBIOTEPHBIX
BHPYCOB Ha KOMITBIOTED II0JIB30BATENs B HACTOSIIEE BPEMs ABJISETCS Wurepuer u
SNIEKTPOHHAsS 104Ta. B CBs3M ¢ TMM He momyckaetcst pabota Ge3 OpraHu3aIin
aHTUBUPYCHOM 3alMTHL. AHTUBHMPYCHAS 3aIllHTa OpraHusyeTcs Ha ypoBHE paboqmx
CTaHLIMI ¥ cepBepa ITOCPEICTBOM JIHLIEH3HOHHOIO @HTUBHUPYCHOT'O NMPOrPaMMHOI0
obecrieyeHus.

8.2 OGHOBneHHe 6a3bl MCIIONB3YeMOro aHTHBUPYCHOIO IPOrpPaMMHOTO
00ecreueHus: OCyIEeCTBIAETCS AaBTOMATHYECKH He pexe 1 pa3a B JieHb.

8.3. 3a cBoeBpeMeHHOe OGHOBJICHHE QHTHBUPYCHOTO IIPOTPaMMHOIO

00ecIeYeHNs 0TBEYAET OTBETCTBEHHBII 32 KHOepOe30macHOCTs.




